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Announcements

• Starting recording  
• Please turn on video if you can 
• No discussion sessions this week 
• Midterm 2 April 6 at 5pm PT 

– Honor code 
– Randomization, length 
– Exams “encrypted” 
– Encrypted PDFs by 3pm



2016 Midterm 1, Problem 3
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h’ is one way: There is no poly time attacker that 
can: for x random, for y = h(x), construct x’ s.t. h(x’) = 
y, where x and x’ could be different or the same

h’ is collision-resistant: No poly time attacker can 
find any collision h(x) = h’(x) for x and x’ different



2016 Midterm 1, Problem 3
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Not one way (trivial inversion) but CR because 
no collisions



2016 Midterm 1, Problem 3
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Both



2016 Midterm 1, Problem 3

Not one way because you can try a few values 
and find a preimage, not CR since lots of 
collisions with only 10 possible hash values 



2016 Midterm 1, Problem 3
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One way, but you can create a collision by 
changing the last bit



2016 Midterm 1, Problem 3
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One way because of discrete log problem, but 
not CR because x and x + p -1 collide



2016 Midterm 1, Problem 3
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Both one way and CR, not affected by 
concatenation of a “hello”



2016 Midterm 1, Problem 3
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Not one way because you can take square 
root and h’(x) = h’(-x)



2016 Midterm 1, Problem 3
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Not one way as  x is there in the output, but 
CR due to same x 
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1. verify(PK_Alice, wrapped_K, sig) 
2. decrypt(SK_Bob,  wrapped_K) -> K 
3. compute T’ = MAC(K,M) and check that T’ = T
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yes
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No because Bob can create a new MAC for a separate messages. 
He has the secret key K for that.



2019 Midterm 2

postMessage – narrow API



Good luck on the midterm!


