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Announcements

• Project 2 design doc due Friday

• Networking tutorial, Saturday 3/7, 5-7pm, in HP Auditorium 

(306 Soda)
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“Best Effort” is Lame!  What to do?

• #1 workhorse: TCP (Transmission Control Protocol)

• Service provided by TCP:

• Connection oriented (explicit set-up / tear-down)

• End hosts (processes) can have multiple concurrent long-lived communication


• Reliable, in-order, byte-stream delivery 
• Robust detection & retransmission of lost data
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TCP “Bytestream” Service
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Hosts don’t ever see packet boundaries, lost 
or corrupted packets, retransmissions, etc. 
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Bidirectional communication:
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TCP Header
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Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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TCP Header
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Ports are 
associated 
with OS 
processes

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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TCP Header
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Ports are 
associated 
with OS 
processes

IP source & destination 
addresses plus TCP 
source and destination 
ports uniquely identifies 
a TCP connection

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data

(IP Header)

(Link Layer Header)
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TCP Header
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Ports are 
associated 
with OS 
processes

IP source & destination 
addresses plus TCP 
source and destination 
ports uniquely identifies 
a TCP connection

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
Some port numbers are 
“well known” / reserved 
e.g. port 80 = HTTP
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TCP Header
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TCP Header
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Starting 
sequence 
number (byte 
offset) of data 
carried in this 
packet

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data

Byte streams 
numbered 
independently in 
each direction
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TCP Header
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Starting 
sequence 
number (byte 
offset) of data 
carried in this 
packet

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data

Byte stream 
numbered 
independently in 
each direction

Sequence number assigned to start of 
byte stream is picked when 
connection begins; doesn’t start at 0
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TCP Header
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Acknowledgment 
gives seq # just 
beyond highest 
seq. received in 
order. 

If sender sends 
N bytestream 
bytes starting at 
seq S then “ack” 
for it will be S+N.
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Sequence number
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Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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Sequence Numbers
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TCP Header
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Uses include:  

acknowledging 
data (“ACK”)  

setting up (“SYN”) 
and closing 
connections 
(“FIN” and “RST”)

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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Establishing a TCP Connection
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• Three-way handshake to establish connection

• Host A sends a SYN (open; “synchronize sequence numbers”) 

to host B

• Host B returns a SYN acknowledgment (SYN+ACK)

• Host A sends an ACK to acknowledge the SYN+ACK

Each host tells its Initial 
Sequence Number 

(ISN) to the other host.

(Spec says to pick based on 
local clock)
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Timing Diagram: 3-Way Handshaking
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Client (initiator)

Server

SYN, SeqNum = x

SYN + ACK, SeqNum = y, Ack = x + 1

ACK, Ack = y + 1

Active 
Open

Passive 
Open

connect()

listen()

accept(
)

Different starting initial 
sequence numbers 

(ISNs) in each direction
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Host Names vs. IP addresses

• Host names

• Examples: www.cnn.com and bbc.co.uk
• Mnemonic name appreciated by humans

• Variable length, full alphabet of characters

• Provide little (if any) information about location


• IP addresses

• Examples: 64.236.16.20 and 212.58.224.131

• Numerical address appreciated by routers

• Fixed length, binary number

• Hierarchical, related to host location
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So Let's Do A Google Search...

• Walk into a coffee shop

• Open a laptop

• Search google...
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Your laptop shouts:  
HEY, DOES WIRELESS 
NETWORK X EXIST?

1. Join the wireless network
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1. Join the wireless network
Wireless access point(s) 
continually shout: 
HEY, I’M WIRELESS 
NETWORK Y, JOIN ME!
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1. Join the wireless network

If either match up, your laptop 
joins the network.  Optionally 
performs a cryptographic 
exchange.
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2. Configure your connection

Your laptop shouts:  
HEY, ANYBODY, WHAT 
BASIC CONFIG DO I 
NEED TO USE?
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2. Configure your connection

Some system on the 
local network replies: 
Here’s your config, 
enjoy
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2. Configure your connection
The configuration includes: 
(1) An Internet address (IP address) your 

laptop should use; typically 32 bits (IPv4). 
(2) The address of a “gateway” system to 

use to access hosts beyond the local 
network 

(3) The address of a DNS server (“resolver”) 
to map names like google.com to IP 
addresses

192.168.1.14
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3. Find the address of google.com

Your laptop sends a DNS request 
asking: “address for google.com?” 

It’s transmitted using the UDP protocol 
(lightweight, unreliable). 

The DNS resolver might not be on the 
local network.

192.168.1.14
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gateway

3. Find the address of google.com

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

3. Find the address of google.com

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

google.com?

3. Find the address of google.com

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

google.com?

(The resolver now itself uses DNS 
queries to other DNS servers to 
figure out the address associated 
with google.com.)

3. Find the address of google.com

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internetgoogle.com’s 

address is 
172.217.6.78

3. Find the address of google.com

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

4. Connect to google.com server

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

Your laptop now establishes a 
connection with the web server at 
172.217.6.78.  It uses TCP for this 
rather than UDP, to obtain reliability.

4. Connect to google.com server

192.168.1.14



35

gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

The first step of establishing the connection 
is to send a TCP connection request (“SYN”) 
to the server.

TCP SYN

4. Connect to google.com server

192.168.1.14



36

gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

If the server accepts the connection, it 
replies with a “SYN ACK”.

TCP SYN ACK

4. Connect to google.com server

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

Your laptop completes the 
connection establishment by 
likewise sending an 
acknowledgement.

TCP ACK

4. Connect to google.com server

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

4. Connect to google.com server

192.168.1.14

At this point the connection is 
established and data can be 
(reliably) exchanged.
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

I want a confidential 
connection with integrity 
 & authentication

5. Establish a secure 
connection using TLS 
(https)

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the InternetHere’s a certificate that 

vouches for my public key, 
google.com

5. Establish a secure 
connection using TLS 
(https)

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

Well if you really possess the 
corresponding private key, prove it by 
decrypting this blob which we’ll use to 
establish shared secret keys 
    (RSA key exchange)

5. Establish a secure 
connection using TLS 
(https)

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

Well if you really possess the 
corresponding private key, prove it by 
signing your Diffie/Hellman half of a 
DHE using the private key? 
    (DHE/ECDHE key exchange)

5. Establish a secure 
connection using TLS 
(https)

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

Here’s your proof

5. Establish a secure 
connection using TLS 
(https)

192.168.1.14
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gateway

resolver
router

172.217.6.78

The Rest of 
the Internet

6. Finally, your laptop can send along 
your query! 
(Using HTTP inside the TLS channel)

   GET /search?query= 
who+is+outis%3F…

192.168.1.14
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IP addresses

• IPv4 addresses are 32 bits

• aa.bb.cc.dd 
• Decimal values from 0-255, e.g. 128.32.131.12


• IPv6 addresses are 128 bits

• aaaa:bbbb:cccc:dddd:eeee:ffff:gggg:hhhh 
• Hexadecimal values (can drop leading 0), e.g. 2607:f140:2000:4001:187f:86cc:3dfc:b9c8

• A long run of 0s can be replaced with ::


• Subnets (/8, /16, /24...)

• 128.32/16 
• All IPv4 between 128.32.0.0 and 128.32.255.255


• 2607:f140:2000:4001/64

• All IPv6 addresses with the same upper 64 bits
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Special IP addresses & Networks

• Localhost: 127.0.0/24 
• Broadcast: 255.255.255.255

• Send to all in the local network

• Also for subnet, can specify all bits as 1 (e.g. for 128.32/16, 128.32.255.255) to 

broadcast to that network, but generally ignored these days


• Private: 10/8, 172.16/12 (ends up being .16-.32), 192.168/16

• Not routed on the Internet, can use for internal purposes

• Commonly used for NAT (more later)


• IPv6 Multicast: ff00:/8

• In particular ff00::1 -> all machines on local network

46
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Ethernet

• 6 bytes of destination MAC address

• In this case, MAC means media access control address, not message 

authentication code!


• 6 bytes of source MAC address

• Optional 4-byte VLAN tag

• 2-byte length/type field

• 46-1500 bytes of payload

47

VLAN TypeDST MAC SRC MAC PAYLOAD
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The MAC Address

• The MAC address acts as a device identifier

• Usually written as 6 bytes in hex, e.g. 13:37:ca:fe:f0:0d


• A device should ignore all packets that aren't to itself or to 
the broadcast address (ff:ff:ff:ff:ff:ff)


• But almost all devices can go into promiscuous mode

• This is also known as "sniffing traffic"


• A device generally should only send with its own address

• But this is enforced with software and can be trivially bypassed when you 

need to write "raw packets"
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Attacks

49
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Link-layer threats

50

• Confidentiality: eavesdropping (aka sniffing) 
• Integrity: injection of spoofed packets 
• Availability: delete legit packets (e.g., jamming) 
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Eavesdropping

• For subnets using broadcast technologies (e.g., WiFi, some 
types of Ethernet), attacker can eavesdrop


• Each attached system’s NIC (= Network Interface Card) can capture any 
communication on the subnet


• Tools: tcpdump / windump (low-level text-based printout), wireshark (GUI)
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Wireshark
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Link-Layer Spoofing

• Attacker can inject spoofed packets, and lie about the 
source address


•

55

M C Hello world!
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Spoofing

• With physical access to a local network, attacker can 
create any packet they like


• Spoofing = lie about source address


• Particularly powerful when combined with eavesdropping, 
because attacker can understand exact state of victim’s 
communication and craft their spoofed traffic to match it


• Spoofing w/o eavesdropping = blind spoofing
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On-path vs Off-path Spoofing
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Host A

Host B
Host E

Host D

Host C

Router 1 Router 2

Router 3

Router 4

Router 5

Router 6 Router 7

Host A communicates with Host D 

On-path

Off-path



Computer Science 161 Spring 2020 Popa and Wagner

Spoofing on the Internet

• On-path attackers can see victim’s traffic ⇒ spoofing is easy


• Off-path attackers can’t see victim’s traffic

• They have to resort to blind spoofing

• Often must guess/infer header values to succeed

• We then care about work factor: how hard is this

• But sometimes they can just brute force

• E.g., 16-bit value: just try all 65,536 possibilities!


• When we say an attacker “can spoof”, we usually mean “w/ 
reasonable chance of success”
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DNS Service

• Runs Domain Name Servers 

• Translates domain names google.com to IP addresses

• When user browser wants to contact google.com, it first 

contacts a DNS to find out the IP address for google.com 
and then sends a packet to that IP address


• More in future lectures.. 
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