Lecture 17:
Networking Background

https://cs161.org



Announcements

. HWZB due tonight
* Project 2 design doc due Friday

- Networking tutorial, Saturday 3/7, 5-7pm, in HP Auditorium
(306 Soda)



Network Security

Computer Science 161 Spring 2020

- JToday: background in networking, so we can explore
network security for next 3 weeks

* Speed running a month of networking in one lecture, so I'll focus on aspects
that are security-relevant

* Please ask questions when things are unclear!



Local-Area Networks
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How does computer A send a
message to computer C?




Local-Area Networks (LAN): Packets
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Source: A
Destination: C
Message: Hello world!

Hello world!



Wide-Area Networks

Popa and Wagner
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Wide-Area Networks
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Hello world!

C

Hello world!
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Hello world!

Popa and Wagner




Protocols
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» A protocol Is an agreement on how to communicate

» Includes syntax and semantics

* How a communication is specified & structured
- Format, order messages are sent and received
 What a communication means
- Actions taken when transmitting, receiving, or timer expires

- E.g.: making a comment in lecture?

1. Raise your hand.

2. Wait to be called on.

3. Or: wait for speaker to pause and vocalize

4. If unrecognized (after timeout): vocalize w/ “excuse me”



Network is Dumb
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- QOriginal Internet design: interior nodes (“routers”) have no

knowledge™ of ongoing connections going through them

- Not how you picture the telephone system works
— Which internally tracks all of the active voice calls

- Instead: the postal system!

* Each Internet message (“packet”) self-contained

* |nterior routers look at destination address to forward

 |f you want smarts, build it “end-fo-end”, not “hop-by-hop”

* Buys simplicity & robustness at the cost of shifting complexity into end systems

* Today’s Internet is full of hacks that violate this



Self-Contained IP Packet Format
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apit | 4-bit 8-bit IP = Internet Protocol
Version | Header | Type of Service 16-bit Total Length (Bytes)
Length (TOS)
_ - 3-bit ,
16-bit Identification Flags | 13-bit Fragment Offset | | Header is like a
— letter envelope:
SL?\',teT(I%nTeLgo 8-bit Protocol 16-bit Header Checksum contains all info
needed for
| delivery
32-bit Source IP Address
32-bit Destination |P Address

|0



Layering
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* Internet design Is partitioned Into layers

» Each layer relies on services provided by next layer below ...
e ... and provides services to layer above it

° Analcgy: Code You Write

* Consider structure of an Run-Time Library
application you've written
and the “services” each
layer relies on / provides

System Calls

Isolated
from user
programs



Internet Layering (“Protocol Stack”/*“OSI Model”)
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Packets and The Network
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- Modern networks break communications up into packets

* For our purposes, packets contain a variable amount of data up to a
maximum specified by the particular network

- The sending computer breaks up the message and the
recelving computer puts it back together

* So the software doesn’t actually see the packets per-se

* Network itself is packet switched: sending each packet on towards its next
destination

13



Reliability
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- Packets are received correctly or not at all, if random
errors occur

 Packets have a checksum
* No guarantees if adversary modifies packets (no cryptographic MACs)

- Packets may be unreliable and “dropped”
* |t’s up to higher-level protocols to make the connection reliable

| 4



Horizontal View of a Single Packet
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First bit transmitted

(Inter)Network | Transport
Layer Header Layer
(1P) Header

Link Layer Application Data: structure

depends on the application ...

Header

|5



Vertical View of a Single Packet
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Link Layer Header

(Inter)Network Layer

First bit transmitted

Header (IP)

Transport Layer Header

Application Data:
structure depends on the
application
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Internet Layering (“Protocol Stack”)
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Layer 1: Physical Layer
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Layer 2: Link Layer
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Layer 3: (Inter)Network Layer (IP)

Computer Science 161 Spring 2020
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Different for each
1 Internet “hop”
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Layer 4: Transport Layer

Popa and Wagner
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Application

Transport
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(Datagram = single packet message)
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Layer 7: Application Layer
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4.5: Some Crypto...
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Internet Layering (“Protocol Stack”)
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Internet Layering (“Protocol Stack”)
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Internet Layering (“Protocol Stack”)
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Application
Transport

~ Same for each Internet “hop”

} Different for each

(Inter)Network

Internet “hop”
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Hop-By-Hop vs. End-to-End Layers

Popa and Wagner
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Hop-By-Hop vs. End-to-End Layers
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Hop-By-Hop vs. End-to-End Layers

Popa and Wagner
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Layer 3: (Inter)Network Layer (IP)
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|IPv4 Packet Structure
(IP version 6 is different)
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4-bit
Header
Length

8-bit
Type of Service
(TOS)

4-bit
Version

16-bit Identification

8-bit Time to

Live (TTL) 8-bit Protocol

16-bit Total Length (Bytes)

3-bit _
Flags | 13-bit Fragment Offset

16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Popa and Wagner
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|IP Packet Structure
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abit | 4-bit 8-bit _
Version | Header| Type of Servic 16-bit Total Length (Bytes)
Length (TOS) N
16-bit Identification @ 13-bit Fraament Offset
8-bit Time to
Live (TTL) 8-bit Protocol

32-bit Source IP Address

32-bit Destination IP Address
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|IP Packet Structure
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apit | 4-bit 8-bit .
Version | Header| Type of Service | 16-bit Total Length (Bytes)
Length (TOS)
. WL [ 3-b-
16-bit Identification Flac

8-bit Time ta )
Live (TTL) 8-b|t Protocol l\
32-bit Source IP Address

32-bit Destination IP Address
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|IP Packet Structure
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apit | 4-bit 8-bit .
Version | Header| Type of Service | 16-bit Total Length (Bytes)
| - 3-bi
16-bit Identification Flac

8-bit Time t¢ ’
Live (TTL)
32-bit Source IP Address

32-bit Destination IP Address
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|IP Packet Structure
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Popa and Wagner

a-bit | 4-bit 8-bit _
VEErefE Header| Type of Service 16-bit Total Length (Bytes)
Length (TOS)
16-bit Identificati 3-bit _
6-bit Identification Flags | 13-bit Fragment Offset
% e (T1L)_ [B-bit Protocol [ 16-bit Header Checksur
32-bit Source IP Address

32-bit Destination IP Address
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IP Packet Header - IP addresses
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» Source address (32 bits)

* Unique identifier/locator for the sending host
* Recipient can decide whether to accept packet
* Enables recipient to send reply back to source

- Destination address (32 bits)

* Unique identifier/locator for the receiving host
* Allows each node to make forwarding decisions

36



Postal Envelopes:

Computer Science 161 Spring 2020

Return Address Stamp

MName of Sender
Street Address or PO Box

City, State and Zip Code
Country (international)

Name of Recipient
Street Address or PO Box
City, State and Zip Code
Country (international)

1

-

(Post office doesn't Recipient’s
look at the letter Address
inside the envelope)
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Analogy of IP to Postal Envelopes:
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Return Address

T oo
Stietgotrgecr -0 Box
“'address -
Country (international)
" o
EIP destination
caddress
1
(Routers don’t look at Recipient’s
the payload beyond Address
the IP header)
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IP: "Best Effort " Packet Delivery
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- Routers inspect destination address, locate “next hop™ In

forwarding table
* Address = ~unique identifier/locator for the receiving host

- Only provides a “/'ll give it a try” delivery service:

 Packets may be lost
 Packets may be corrupted

* Packets may be delivered out of order destination

SOUrce
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‘Best Effort” iIs Lame! What to do?

. It S the job of our Transport (layer 4) protocols to build
services our apps need out of IP’s modest layer-3 service

40



‘Best Effort” iIs Lame! What to do?
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- #1 workhorse: TCP (Transmission Control Protocol
 Service provided by TCP:

* (Connection oriented (explicit set-up / tear-down)

End hosts (processes) can have multiple concurrent long-lived communication
 Reliable, in-order, byte-stream delivery

Robust detection & retransmission of lost data

) —

Application
Transport

I4
4
3 (Inter)Network
2

1
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